1. Define the AWS Cloud and its Value Proposition

AWS Cloud Definition:

The AWS Cloud refers to Amazon Web Services, a comprehensive and widely adopted cloud
platform that offers a variety of infrastructure services, computing power, storage options, and
other functionalities over the internet. AWS provides on-demand delivery of IT resources and
services, allowing users to access and pay for only the resources they need.

Value Proposition:

The AWS Cloud's value proposition lies in its ability to provide scalable and flexible computing
resources, enabling businesses to innovate rapidly, reduce time-to-market, and achieve cost
savings. Key aspects of the AWS value proposition include:

e Scalability: Easily scale resources up or down based on demand, ensuring optimal
performance without overprovisioning.

e Flexibility: Access a wide range of services and tools to build, deploy, and manage
applications, accommodating various business needs.

e Cost Efficiency: Pay-as-you-go pricing model allows users to pay for only the resources
they consume, eliminating the need for upfront capital investment.

e Reliability: Leverage the robust and secure infrastructure of AWS, with data centers
located globally to ensure high availability and reliability.

e Security: Implement advanced security measures, including encryption, identity and
access management, and compliance certifications, to protect data and applications.

¢ Global Reach: Deploy applications globally with ease, leveraging AWS's extensive
network of data centers worldwide.

e Agility: Quickly adapt to changing business requirements, deploy applications faster, and
experiment with new ideas without significant upfront investment.

1.1 Benefits of the AWS Cloud

Security:

AWS offers a secure and compliant environment, providing tools and features for encryption,
identity management, and network security, ensuring data protection.

Reliability:

AWS ensures high reliability through redundant data centers, automated backups, and fault-
tolerant services, minimizing downtime.

High Availability:



With global data centers and redundancy, AWS provides high availability, ensuring applications
remain accessible even in the face of failures.

Elasticity:

Easily scale resources up or down based on demand, accommodating fluctuating workloads and
optimizing costs.

Agility:

Focus on innovation and revenue-generating activities by offloading infrastructure management
to AWS, reducing time spent on operational tasks.

Pay-as-you-go Pricing:

The pay-as-you-go model allows users to pay only for the resources consumed, promoting cost
efficiency and flexibility.

Scalability:

AWS enables seamless scalability, allowing businesses to grow or shrink resources dynamically
to meet changing demands.

Global Reach:

Deploy applications globally using AWS's extensive network of data centers, ensuring low-
latency access for users worldwide.

Economy of Scale:

Benefit from cost savings due to AWS's large-scale infrastructure, passing on the economic
advantages to users.

1.2 AWS Cloud Economics

Total Cost of Ownership (TCO) Proposal:
Operational Expenses (OpEx):

¢ Ongoing costs for services, utilities, and support.
Capital Expenses (CapEx):

e Upfront investments in physical hardware, infrastructure, and equipment.



Labor Costs:
e Expenses related to personnel managing on-premises operations.
Software Licensing:

¢ Consideration of licensing costs associated with proprietary software when transitioning
to the cloud.

Operations that Reduce Costs by Moving to the Cloud:
Right-sized Infrastructure:

e Optimize resource allocation to match actual needs, avoiding overprovisioning.
Benefits of Automation:

e Automate repetitive tasks to improve efficiency and reduce labor costs.
Reduce Compliance Scope:

e Leverage AWS compliance certifications and managed services to simplify regulatory
compliance.

Managed Services:

o Utilize AWS managed services like RDS, ECS, EKS, and DynamoDB to offload
operational overhead and reduce costs.

1.3 Cloud Architecture Design Principles

Design Principles:
Design for Failure:

e Assume that components can fail and design systems to be resilient and recoverable.
Decouple Components vs. Monolithic Architecture:

e Use loosely coupled components to enhance flexibility, scalability, and maintainability.
Implement Elasticity:

e Dynamically scale resources based on demand, optimizing performance and costs.



Think Parallel:

e Distribute workloads across multiple resources simultaneously to improve efficiency and
performance.

Domain 2: Security and Compliance

2.1 AWS Shared Responsibility Model
Elements of the Shared Responsibility Model:

The Shared Responsibility Model defines the distribution of security responsibilities between
AWS and its customers.

Customer Responsibilities on AWS:
e Responsibilities may shift based on the service used (e.g., RDS, Lambda, EC2).
e Customers manage security "in" the cloud, such as configuring security groups, IAM
roles, and data encryption.

AWS Responsibilities:

e AWS manages security "of" the cloud, including the infrastructure, hardware, software,
and facilities.

2.2 AWS Cloud Security and Compliance Concepts
AWS Compliance Information:
e AWS provides compliance information in various locations, including lists of recognized
controls (e.g., HIPAA, SOCs).
e Compliance requirements vary among AWS services.
Achieving Compliance on AWS:
e Customers can achieve compliance through various encryption options (in transit, at rest).
e Encryption on AWS is enabled by customers for a given service.
e Services like AWS Config, AWS CloudWatch, and AWS CloudTrail aid in auditing and
reporting.

Least Privileged Access:

e The concept of least privileged access ensures that users and systems have only the
minimum access necessary for their tasks.



2.3 AWS Access Management Capabilities
User and Identity Management:
e AWS IAM manages access keys, password policies (rotation, complexity), and multi-
factor authentication (MFA).
e TAM includes groups, users, roles, policies, and distinguishes between managed and
custom policies.

Root Account Protection:

e Tasks requiring the use of root accounts should be limited, and the root account should be
protected with enhanced security measures.

2.4 Resources for Security Support
Network Security Capabilities:
e Native AWS services like security groups, Network ACLs, and AWS WAF provide
network security.
e 3rd-party security products from the AWS Marketplace offer additional options.
Documentation Resources:
¢ AWS Knowledge Center, Security Center, security forum, and security blogs contain
valuable documentation.
e Partner Systems Integrators can provide assistance.

AWS Trusted Advisor:

e Security checks are a component of AWS Trusted Advisor, offering recommendations to
improve security and optimize AWS resources.

Domain 3: Technology

3.1 Methods of Deploying and Operating in the AWS Cloud
Different Ways of Provisioning and Operating:

e Programmatic Access: Automate tasks and manage resources through code.



e APIs (Application Programming Interfaces) and SDKs (Software Development
Kits): Interfaces and tools for developers to interact with AWS services
programmatically.

¢ AWS Management Console: Web-based user interface for manual resource
management.

e CLI (Command Line Interface): Command-line tool for managing AWS resources.

e Infrastructure as Code (IaC): Define and provision infrastructure using code (e.g.,
AWS CloudFormation).

Cloud Deployment Models:
e All in with Cloud/Cloud Native: Fully utilizing cloud services for applications.
e Hybrid: Combination of on-premises and cloud services.
¢ On-Premises: Traditional infrastructure hosted locally.
Connectivity Options:
¢ VPN (Virtual Private Network): Secure connection over the internet.

e AWS Direct Connect: Dedicated network connection between on-premises and AWS.
e Public Internet: Standard internet connectivity.

3.2 AWS Global Infrastructure
Relationships Among Regions, Availability Zones, and Edge Locations:
¢ Regions: Geographical locations with multiple Availability Zones.
e Availability Zones: Isolated data centers within a region.
e Edge Locations: Distributed data centers for content delivery and low-latency access.

Achieving High Availability:

e High availability is achieved through multiple Availability Zones.
e Availability Zones avoid sharing single points of failure.

Considerations for Multiple AWS Regions:

e Disaster Recovery/Business Continuity: Ensure data redundancy and availability in
case of region-wide failures.

¢ Low Latency for End-Users: Deploy resources closer to users for improved
performance.

e Data Sovereignty: Adhere to data residency requirements by storing data in specific
geographic regions.

Benefits of Edge Locations:

¢ Amazon CloudFront: Content delivery network for faster content distribution.



AWS Global Accelerator: Improves application availability and performance.

3.3 Core AWS Services

Categories of Services on AWS:

Compute, Storage, Network, Database

AWS Compute Services:

Compute Families: Different types for varying workloads (e.g., general-purpose,
memory-optimized).

Elasticity through Auto Scaling: Automatically adjust resources based on demand.
Load Balancers: Distribute incoming traffic across multiple instances.

AWS Storage Services:

Amazon S3 (Simple Storage Service): Object storage for scalable and durable data
storage.

Amazon Elastic Block Store (Amazon EBS): Persistent block storage for EC2
instances.

Amazon S3 Glacier: Low-cost storage for archiving and long-term backup.

AWS Snowball: Physical device for large-scale data transfer.

Amazon Elastic File System (Amazon EFS): Scalable file storage for EC2 instances.
AWS Storage Gateway: Integrates on-premises environments with cloud storage.

AWS Networking Services:

VPC (Virtual Private Cloud): Isolated virtual network in AWS.

Security Groups: Virtual firewalls for controlling inbound/outbound traffic.
Amazon Route 53: Scalable domain name system (DNS) web service.
VPN, AWS Direct Connect: Connectivity options for secure data transfer.

AWS Database Services:

Install Databases on Amazon EC2: Self-managed databases on EC2 instances.
AWS Managed Databases: Fully managed database services like Amazon RDS
(Relational Database Service), Amazon DynamoDB (NoSQL database).

Identify AWS Database Services (Continued):

Amazon RDS (Relational Database Service): Managed relational database service
supporting multiple database engines.

Amazon DynamoDB: Fully managed NoSQL database service designed for scalability
and low-latency performance.



Amazon Redshift: Fully managed data warehouse service for fast query and analysis of
large datasets.

3.4 Resources for Technology Support

Documentation and Support Levels:

Documentation: Best practices, whitepapers, AWS Knowledge Center, forums, and
blogs offer valuable information.
AWS Support Levels:
o AWS Abuse: Reporting inappropriate use of AWS resources.
o AWS Support Cases: Submitting and tracking technical issues.
o Premium Support: Paid support plans with additional benefits.
o Technical Account Managers: Dedicated support for premium customers.
Partner Network:
o Marketplace and third-party vendors, including Independent Software Vendors
(ISVs) and System Integrators.
AWS Technical Assistance and Knowledge:
o Professional services, solution architects, training and certification, and the
Amazon Partner Network.
AWS Trusted Advisor:
o Provides guidance on best practices, cost optimization, and security.

Domain 4: Billing and Pricing

4.1 AWS Pricing Models

Various Pricing Models:

On-Demand Instances: Pay for compute capacity per hour or second, with no upfront
commitments.

Reserved Instances (RIs): Upfront commitment for a significant discount over On-
Demand pricing.

Spot Instance Pricing: Bid for unused EC2 capacity at potentially lower costs.

Scenarios/Best Fit:

On-Demand Instance Pricing: Suitable for unpredictable workloads or short-term
requirements.
Reserved-Instance Pricing: Ideal for steady-state workloads with predictable usage.
o Reserved-Instances Flexibility: Convertible RIs allow modification of attributes.
o Reserved-Instances in AWS Organizations: Can be shared within an AWS
Organization.
Spot Instance Pricing: Suitable for fault-tolerant and flexible workloads.



4.2 AWS Account Structures

Account Structures:

¢ Consolidated Billing: Feature of AWS Organizations allowing centralized billing across
multiple accounts.

e Multiple Accounts: Aid in allocating costs across different departments for better cost
management.

4.3 Resources for Billing Support
Billing Support and Information:

e Cost Explorer, AWS Cost and Usage Report, Amazon QuickSight: Tools for
monitoring and analyzing costs.

e Third-Party Partners and AWS Marketplace Tools: Additional resources for cost
management.

e Opening a Billing Support Case: Direct avenue for addressing billing-related issues.

e Concierge for AWS Enterprise Support Plan Customers: Role providing enhanced
support for premium plans.

Finding Pricing Information:
¢ AWS Simple Monthly Calculator: Tool for estimating costs based on resource usage.
e AWS Services Product Pages: Service-specific information on pricing.
e AWS Pricing API: Programmatic access to pricing information.
Alarms/Alerts and Tags:
o Alarms/Alerts: Exist to notify users when costs or usage thresholds are exceeded.

e Tags for Cost Allocation: Used to allocate costs and resources to specific departments
or projects.



2. Six Pillars of the AWS Well-Architected Framework
2.1 Operational Excellence

¢ Definition: Focuses on operational aspects, ensuring efficient use of resources and
continuous improvement.
¢ Key Concepts:
o Incident response and resolution
o Monitoring and management
o Documentation and knowledge sharing
e Best Practices:
o Automate operational tasks.
o Anticipate failure and learn from operational events.
o Measure and improve response to incidents.

2.2 Security

e Definition: Prioritizes the protection of data, systems, and assets.
¢ Key Concepts:

o Data classification and protection

o Identity and access management

o Incident response
e Best Practices:

o Implement least privilege access.

o Regularly audit and rotate credentials.

o Encrypt data in transit and at rest.

2.3 Reliability

e Definition: Ensures a workload performs as expected, even under suboptimal conditions.
¢ Key Concepts:

o Distributed system design

o Change management

o Failure recovery
e Best Practices:

o Test recovery procedures regularly.

o Automatically recover from failure.

o Scale horizontally to increase workload availability.

2.4 Performance Efficiency

e Definition: Focuses on using resources efficiently to meet system requirements and
maintain efficiency as demand evolves.
¢ Key Concepts:
o Selecting the right resource types and sizes
o Monitoring performance



o Making informed decisions about trade-offs
e Best Practices:
o Use caching to improve latency.
o Optimize data storage for cost and performance.
o Monitor resource utilization and adjust as needed.

2.5 Cost Optimization

e Definition: Achieves the best value for money by selecting the right resources and
analyzing spending over time.
¢ Key Concepts:
o Optimizing workload to best match business needs
o Analyzing and attributing expenditure
o Scaling to meet business needs without overspending
e Best Practices:
o Implement cost awareness.
o Use managed services to reduce the cost of ownership.
o Monitor and analyze spending regularly.

2.6 Sustainability

e Definition: Incorporates considerations for environmental and sustainability best
practices in cloud architecture.
¢ Key Concepts:
o Reducing carbon footprint
o Resource efficiency
o Sustainable infrastructure choices
e Best Practices:
o Optimize energy efficiency of workloads.
o Leverage renewable energy sources where possible.
o Consider sustainable practices in the entire lifecycle of the workload.

3. AWS Well-Architected Tool

e Definition: An online tool that helps review the state of workloads against the Well-
Architected best practices.

e Purpose: Provides a consistent process for evaluating architectures and implementing
best practices.

4. Case Studies and Whitepapers

e Resources: Explore AWS Well-Architected Framework case studies and whitepapers for
real-world examples and in-depth information.

5. Hands-On Practice



¢ Recommendation: Implement the Well-Architected Framework on a test workload to
gain practical experience.

6. Additional Resources

¢ Documentation: Refer to the official AWS Well-Architected Framework documentation

for the latest updates and detailed information.
e Community: Engage with the AWS community and forums for discussions, tips, and

best practices.

7. Certification

e Consideration: Explore AWS certifications related to architecture and well-architected
frameworks for formal recognition of your skills.



Analytics:

Amazon Athena:

Definition: Amazon Athena is an interactive query service that allows you to analyze data in
Amazon S3 using standard SQL queries. It eliminates the need for data preprocessing and allows
users to directly query structured and unstructured data in S3.

Key Concepts:

e Serverless Querying: Athena is serverless; you pay only for the queries you run, and
there is no infrastructure to manage.

o Data Formats: Supports various data formats like CSV, JSON, Parquet, and Avro.

o Integration: Easily integrates with Amazon QuickSight, AWS Glue, and other AWS
services.

Amazon Kinesis:

Definition: Amazon Kinesis is a platform for streaming data on AWS, offering services for
ingesting, storing, processing, and analyzing real-time data streams.

Key Concepts:

e Data Streams: Kinesis Data Streams enables the ingestion and processing of real-time
data.

¢ Kinesis Firehose: Simplifies the process of loading streaming data into AWS services
like S3, Redshift, and Elasticsearch.

¢ Kinesis Analytics: Allows SQL-based querying of streaming data.

Amazon QuickSight:

Definition: Amazon QuickSight is a cloud-powered business intelligence service that allows
users to create and visualize interactive dashboards and reports.

Key Concepts:

¢ Ad-Hoc Data Exploration: QuickSight enables users to explore and analyze data
through interactive dashboards.

o Integration: Integrates with various data sources, including Amazon S3, Redshift, RDS,
and more.

¢ Pay-per-Session Pricing: Offers a unique pricing model where users pay only for the
actual usage.

Application Integration:



Amazon Simple Notification Service (Amazon SNS):

Definition: Amazon SNS is a fully managed messaging service that enables the creation and
publication of messages to distributed systems and services.

Key Concepts:
e Publish-Subscribe Model: Follows a publish-subscribe messaging paradigm for sending
messages to multiple subscribers.

e Message Formats: Supports multiple message formats, including JSON, text, and more.
¢ Mobile Push Notifications: Allows sending push notifications to mobile devices.

Amazon Simple Queue Service (Amazon SOS):

Definition: Amazon SQS is a fully managed message queuing service that enables the
decoupling of the components of a cloud application.

Key Concepts:

e Message Queues: SQS uses message queues to facilitate communication between
different parts of an application.

e Distributed Architecture: Supports distributed, fault-tolerant communication between
independent components.

e Two Queue Types: Offers two types of queues: Standard Queues and FIFO (First-In-
First-Out) Queues.

Compute and Serverless:

AWS Batch:

Definition: AWS Batch is a fully managed service that enables the execution of batch computing
workloads at any scale.

Key Concepts:

e Batch Computing: Ideal for running large-scale batch computing workloads without the
need for manual intervention.

¢ Job Definitions and Queues: Defines jobs and queues for efficient workload
management.

o Integration with Other AWS Services: Easily integrates with other AWS services like
S3, EC2, and DynamoDB.

Amazon EC2:




Definition: Amazon Elastic Compute Cloud (EC2) is a web service that provides resizable
compute capacity in the cloud. It allows users to run virtual servers known as instances.

Key Concepts:

o Instances: Virtual servers in the cloud with various configurations (e.g., instance types,
operating systems).

e Auto Scaling: Automatically adjusts the number of instances to handle changes in
demand.

e Security Groups and Key Pairs: Controls inbound and outbound traffic and manages
instance access.

AWS Elastic Beanstalk:

Definition: AWS Elastic Beanstalk is a fully managed service that makes it easy to deploy and
scale applications in various programming languages.

Key Concepts:

e Platform as a Service (PaaS): Abstracts infrastructure details, allowing developers to
focus on application code.

e Environments: Defines environments for running applications (e.g., development,
testing, production).

¢ Managed Updates: Automatically handles updates and patching of underlying
infrastructure.

Compute and Serverless (Continued):

AWS Lambda:

Definition: AWS Lambda is a serverless compute service that runs code in response to events,
automatically managing the compute resources needed for execution.

Key Concepts:
e Event-Driven Architecture: Executes code in response to events such as changes to data
in an S3 bucket or updates to a DynamoDB table.

e Pay-per-Use Model: Users are charged based on the actual compute time consumed by
the code.

Amazon Lightsail:

Definition: Amazon Lightsail is a simplified compute service that enables users to easily deploy
and manage applications, websites, and databases.



Key Concepts:

o Easy Deployment: Simplifies application deployment with a straightforward interface.

e Preconfigured Instances: Offers preconfigured instances, making it suitable for users
without deep cloud expertise.

e Predictable Pricing: Provides predictable and flat-rate pricing.

Amazon WorkSpaces:

Definition: Amazon WorkSpaces is a fully managed desktop-as-a-service (DaaS) solution that
allows users to provision and manage secure, cloud-based desktops.

Key Concepts:
e Virtual Desktops: Provides users with access to virtual Windows or Linux desktops.
e Secure Access: Ensures secure access to desktops over the internet or a Virtual Private
Network (VPN).

e Customizable: Allows customization of compute, storage, and software configurations
for each user.

Containers:

Amazon Elastic Container Service (Amazon ECS):

Definition: Amazon ECS is a fully managed container orchestration service that simplifies the
deployment, management, and scaling of containerized applications.

Key Concepts:

¢ Container Orchestration: Manages the deployment and scaling of Docker containers.

o Task Definitions and Services: Defines tasks and services for running and maintaining
containers.

e Integration with AWS Fargate: Allows running containers without managing the
underlying infrastructure.

Amazon Elastic Kubernetes Service (Amazon EKS):

Definition: Amazon EKS is a fully managed Kubernetes service that makes it easy to deploy,
manage, and scale containerized applications using Kubernetes.

Key Concepts:
¢ Managed Kubernetes Control Plane: AWS manages the Kubernetes control plane for

you.
¢ Worker Nodes: Provision worker nodes to run Kubernetes pods.



e EKS Anywhere: Extends EKS to on-premises environments.

AWS Fargate:

Definition: AWS Fargate is a serverless compute engine for containers that allows users to run
containers without managing the underlying infrastructure.

Key Concepts:
e Serverless Containers: Eliminates the need to manage and scale virtual machines.
e Task Definition: Describes the containerized applications, including resources and
requirements.

e Integrated with ECS and EKS: Can be used with Amazon ECS or Amazon EKS for
container orchestration.

Database:

Amazon Aurora:

Definition: Amazon Aurora is a fully managed relational database engine compatible with
MySQL and PostgreSQL, offering high performance, availability, and durability.

Key Concepts:

e«  MySQL and PostgreSQL Compatibility: Supports applications using MySQL or
PostgreSQL database engines.

e Automated Backups: Provides continuous backups to Amazon S3.

e Aurora Global Database: Allows replication across multiple regions for global
applications.

Amazon DynamoDB:

Definition: Amazon DynamoDB is a fully managed NoSQL database service that provides fast
and predictable performance with seamless scalability.

Key Concepts:
e NoSQL Database: Stores data in a key-value and document data model.
e Fully Managed: Automatically scales and replicates data across multiple servers.

e Provisioned Throughput and On-Demand Capacity: Offers flexible capacity options.

Amazon ElastiCache:

Definition: Amazon ElastiCache is a fully managed, in-memory caching service that supports
popular caching engines such as Redis and Memcached.



Key Concepts:

¢ In-Memory Caching: Improves application performance by caching frequently accessed
data.

e Automatic Scaling: Adjusts cache size dynamically based on demand.

o Integration with AWS Services: Easily integrates with other AWS services.

Amazon RDS:

Definition: Amazon Relational Database Service (RDS) is a fully managed relational database
service that supports multiple database engines, including MySQL, PostgreSQL, Oracle, and
SQL Server.

Key Concepts:
e Managed Databases: Takes care of routine database tasks such as backups, patch
management, and failover.

e Multi-AZ Deployments: Provides high availability through automatic failover to
standby replicas.

Amazon Redshift:

Definition: Amazon Redshift is a fully managed data warehouse service that allows users to run
complex queries and perform analytics on large datasets.

Key Concepts:
e Data Warehousing: Analyzes large datasets for business intelligence and data
visualization.
¢ Columnar Storage: Optimizes storage and query performance through a columnar data

storage approach.
o Integration with BI Tools: Easily integrates with popular business intelligence tools.

Developer Tools:

AWS CodeBuild:

Definition: AWS CodeBuild is a fully managed build service that compiles source code, runs
tests, and produces software packages.

Key Concepts:
¢ Build Projects: Defines how to run a build with build specifications.

e Integration with Source Control: Pulls source code from popular repositories like
GitHub.



AWS CodeCommit:

Definition: AWS CodeCommit is a fully managed source control service that hosts secure and
scalable Git repositories.

Key Concepts:
e Git Repositories: Hosts Git repositories in the AWS Cloud.
e Integration with CI/CD: Integrates with CI/CD pipelines for automated software
delivery.

AWS CodeDeploy:

Definition: AWS CodeDeploy is a fully managed deployment service that automates the
deployment of applications to various compute services.

Key Concepts:
e Deployment Groups: Defines sets of target instances for deployments.
¢ Deployment Configurations: Configures deployment settings such as deployment

strategies.

AWS CodePipeline:

Definition: AWS CodePipeline is a fully managed continuous integration and continuous
delivery (CI/CD) service that automates the building, testing, and deployment of code changes.

Key Concepts:
¢ Pipeline: Defines the workflow for releasing code changes through various stages.

e Integration with Other Developer Tools: Easily integrates with other AWS developer
tools.

AWS CodeStar: (Being discontinued in 2024)

Definition: AWS CodeStar is a fully managed service that enables developers to quickly
develop, build, and deploy applications on AWS.

Key Concepts:

e Project Templates: Provides predefined project templates for various programming
languages and application types.

e Integrated CI/CD: Automates the setup of continuous integration and continuous
deployment pipelines.



Customer Engagement:

Amazon Connect:

Definition: Amazon Connect is a fully managed cloud-based contact center service that enables
businesses to provide customer service at any scale.

Key Concepts:
e Contact Flows: Define the customer experience with interactive contact flows.

e Integration with Other AWS Services: Easily integrates with services like Lambda for
customized functionality.

Management, Monitoring, and Governance:

AWS Auto Scaling:

Definition: AWS Auto Scaling automatically adjusts the number of EC2 instances in a group to
match the desired capacity, ensuring optimal performance and cost efficiency.

Key Concepts:
¢ Scaling Policies: Define policies to scale resources based on demand.
e Integration with Other AWS Services: Works seamlessly with services like Amazon

EC2, ECS, and DynamoDB.

AWS Budgets:

Definition: AWS Budgets allows users to set custom cost and usage budgets that alert them
when they exceed their thresholds.

Key Concepts:
e Cost and Usage Tracking: Monitors costs and usage against predefined budget
thresholds.

e Alerts and Notifications: Sends alerts when actual costs exceed or are projected to
exceed budget limits.

AWS CloudFormation:

Definition: AWS CloudFormation is a fully managed service that enables users to define and
provision AWS infrastructure as code.

Key Concepts:



o Templates: Defines infrastructure and application resources using templates.
e Stacks: Deploys and manages collections of resources as a single unit.

AWS CloudTrail:

Definition: AWS CloudTrail is a fully managed service that enables governance, compliance,
operational auditing, and risk auditing of AWS accounts.

Key Concepts:

e Logging and Monitoring: Records AWS API calls for analysis and tracking.
¢ Integration with CloudWatch: Sends logs to CloudWatch for real-time monitoring.

Amazon CloudWatch:

Definition: Amazon CloudWatch is a monitoring and observability service that provides data
and actionable insights for AWS resources, applications, and services.

Key Concepts:

e Metrics and Alarms: Monitors metrics and sets alarms based on defined thresholds.
¢ Logs and Events: Collects and analyzes logs and events for troubleshooting.

AWS Config:

Definition: AWS Config is a fully managed service that provides a detailed inventory of AWS
resources and records changes to those resources.

Key Concepts:
¢ Resource Configuration History: Keeps track of changes made to AWS resources over
time.

e Configuration Rules: Defines rules to evaluate the configuration of resources against
best practices.

AWS Cost and Usage Report:

Definition: The AWS Cost and Usage Report provides comprehensive and detailed information
about costs and usage within an AWS account.

Key Concepts:

¢ Granular Data: Offers detailed data on costs and usage for various AWS services.
e Customization: Allows users to customize the report to meet specific needs.

Amazon EventBridge (Amazon CloudWatch Events):




Definition: Amazon EventBridge is a serverless event bus service that makes it easy to connect
different applications using events.

Key Concepts:
« Event Bus: Connects applications using events and event patterns.
e Integration with CloudWatch Events: Provides a scalable event bus for ingesting and

processing events.

AWS License Manager:

Definition: AWS License Manager helps users manage software licenses from vendors like
Microsoft, SAP, Oracle, and IBM.

Key Concepts:
e License Tracking: Tracks and manages software licenses to ensure compliance.
e Integration with AWS Organizations: Supports centralized license management across

multiple accounts.

AWS Managed Services:

Definition: AWS Managed Services (AMS) is a set of services and tools designed to help users
manage their AWS infrastructure more effectively.

Key Concepts:
¢ Operational Best Practices: Implements AWS best practices for managing
infrastructure.

e Service Delivery: Offers ongoing management and optimization of AWS resources.

AWS Organizations:

Definition: AWS Organizations is a service that enables the consolidation of multiple AWS
accounts into an organization that you create and centrally manage.

Key Concepts:
¢ Consolidated Billing: Enables billing across all accounts under a single payment
method.

¢ Service Control Policies (SCPs): Sets policies that control permissions across accounts.

AWS Secrets Manager:

Definition: AWS Secrets Manager helps protect access to AWS services and resources without
the upfront investment and on-going maintenance costs of operating your infrastructure.



Key Concepts:
e Secret Rotation: Manages automatic rotation of secrets to enhance security.
e Integration with Other AWS Services: Provides secure access to databases, API keys,

and other sensitive information.

AWS Systems Manager:

Definition: AWS Systems Manager provides a unified user interface and set of tools for
managing AWS resources.

Key Concepts:

¢ Resource Group Tagging: Organizes and categorizes resources using tags.
e Automation: Automates common operational tasks.

AWS Systems Manager Parameter Store:

Definition: AWS Systems Manager Parameter Store provides secure, hierarchical storage for
configuration data management and secrets management.

Key Concepts:

e Parameter Hierarchy: Organizes parameters hierarchically.
e Secure Storage: Stores sensitive information such as passwords and API keys securely.

AWS Trusted Advisor:

Definition: AWS Trusted Advisor is an online tool that provides real-time guidance to help users
provision resources following AWS best practices.

Key Concepts:
¢ Cost Optimization: Recommends cost-saving opportunities.

e Security and Performance Checks: Identifies security and performance issues for
resolution.

Networking and Content Delivery:

Amazon API Gateway:

Definition: Amazon API Gateway is a fully managed service that makes it easy for developers
to create, publish, maintain, monitor, and secure APIs at any scale.

Key Concepts:



¢ API Creation: Enables the creation and deployment of RESTful APIs.
e Integration with Lambda and Other Services: Easily integrates with AWS Lambda for
serverless API functionality.

Amazon CloudFront:

Definition: Amazon CloudFront is a fast content delivery network (CDN) service that securely
delivers data, videos, applications, and APIs to customers globally.

Key Concepts:
e Edge Locations: Distributed globally for low-latency content delivery.

e Integration with Other AWS Services: Easily integrates with S3, EC2, and other AWS
services.

AWS Direct Connect:

Definition: AWS Direct Connect is a network service that provides dedicated network
connections from on-premises data centers to AWS.

Key Concepts:

¢ Dedicated Network Connection: Establishes a dedicated, private connection to AWS.

¢ Reduced Data Transfer Costs: Minimizes data transfer costs compared to internet-
based connections.

e High Bandwidth Options: Offers various bandwidth options, including 1 Gbps and 10
Gbps.

Amazon Route 53:

Definition: Amazon Route 53 is a scalable domain name system (DNS) web service designed to
provide highly reliable and cost-effective domain registration, DNS routing, and health checking.

Key Concepts:
¢ Domain Registration: Allows users to register and manage domain names.
« DNS Routing: Efficiently routes end-user requests to endpoints globally.

e Health Checks: Monitors the health of resources and adjusts routing accordingly.

Amazon VPC:

Definition: Amazon Virtual Private Cloud (VPC) enables users to launch Amazon Web Services
(AWS) resources into a virtual network that they've defined.



Key Concepts:

o Isolated Networking: Provides a logically isolated section of the AWS Cloud for
resources.

e Subnets and Security Groups: Allows segmentation and control of network traffic.

¢ VPN and Direct Connect Integration: Connects the VPC securely to on-premises data
centers.

Security, Identity, and Compliance:

AWS Artifact:

e Definition: AWS Artifact provides on-demand access to AWS compliance reports,
reducing the time spent on auditing and ensuring compliance with industry standards.
¢ Key Concepts:
o Access to compliance reports and documentation.
o Simplifies audit and compliance processes.
o Documents for various certifications and regulations.

AWS Certificate Manager (ACM):

e Definition: AWS Certificate Manager is a service that lets you easily provision, manage,
and deploy Secure Sockets Layer/Transport Layer Security (SSL/TLS) certificates for use
with AWS services.

¢ Key Concepts:

o Simplified certificate management.
o Integration with other AWS services.
o Automatic certificate renewal.

AWS CloudHSM:

¢ Definition: AWS CloudHSM provides hardware security modules (HSMs) that offer
secure key storage and cryptographic operations within a dedicated hardware device.
¢ Key Concepts:
o Secure key storage and management.
o Integration with various AWS services.
o Hardware-based security.

Amazon Cognito:

¢ Definition: Amazon Cognito provides authentication, authorization, and user
management for web and mobile apps.
¢ Key Concepts:
o User sign-up and sign-in.



o Social identity provider integration.
o Secure and scalable user directory.

Amazon Detective:

¢ Definition: Amazon Detective helps you analyze, investigate, and quickly identify the
root cause of potential security issues or suspicious activities.
¢ Key Concepts:
o Automated analysis of AWS CloudTrail and VPC Flow Logs.
o Visualizations for security investigations.
o Insights into security issues.

Amazon GuardDuty:

¢ Definition: Amazon GuardDuty is a threat detection service that continuously monitors
for malicious activity and unauthorized behavior in your AWS account.
¢ Key Concepts:
o Intelligent threat detection using machine learning.
o Continuous monitoring of AWS environment.
o Integration with CloudWatch and CloudTrail.

AWS Identity and Access Management (IAM):

¢ Definition: AWS Identity and Access Management (IAM) enables you to securely
control access to AWS services and resources.
¢ Key Concepts:
o User and group management.
o Fine-grained access control.
o Integration with other AWS services.

Amazon Inspector:

e Definition: Amazon Inspector is an automated security assessment service that helps
improve the security and compliance of applications deployed on AWS.
¢ Key Concepts:
o Automated security assessments.
o Vulnerability detection and prioritization.
o Integration with other AWS services.

AWS License Manager (Note: Also included in the Compute section):

e Definition: AWS License Manager is a service that helps you manage software licenses
from vendors such as Microsoft, SAP, Oracle, and IBM across your AWS environment.
¢ Key Concepts:
o License tracking and compliance.
o Centralized management of licenses for AWS resources.



o Automated discovery and inventory of licenses.

Amazon Macie:

e Definition: Amazon Macie is a security service that uses machine learning to
automatically discover, classify, and protect sensitive data in AWS.
¢ Key Concepts:
o Data discovery and classification.
o Identification of sensitive data patterns.
o Automated data protection.

AWS Shield:

e Definition: AWS Shield is a managed Distributed Denial of Service (DDoS) protection
service that safeguards applications running on AWS.
¢ Key Concepts:
o DDoS protection and mitigation.
o Global threat environment monitoring.
o Automated and manual mitigation.

AWS WAF:

¢ Definition: AWS WAF (Web Application Firewall) is a web application firewall that
helps protect web applications from common web exploits.
¢ Key Concepts:
o Web application protection.
o Rules and policies for filtering web traffic.
o Integration with CloudFront and API Gateway.

Storage:

AWS Backup:

e Definition: AWS Backup is a fully managed backup service that makes it easy to
centralize and automate the back up of data across AWS services.
¢ Key Concepts:
o Centralized backup management.
o Automated backup and restore.
o Integration with various AWS services.

Amazon Elastic Block Store (Amazon EBS):

¢ Definition: Amazon EBS provides persistent block-level storage volumes for use with
Amazon EC2 instances in the AWS Cloud.
¢ Key Concepts:
o Block-level storage for EC2 instances.



o Volume snapshots and backups.
o Various volume types for different performance needs.

Amazon Elastic File System (Amazon EFS):

¢ Definition: Amazon EFS provides scalable file storage for use with Amazon EC2
instances in the AWS Cloud.
¢ Key Concepts:
o Scalable and elastic file storage.
o Support for multiple EC2 instances.
o POSIX-compliant file system.

Amazon S3:

¢ Definition: Amazon Simple Storage Service (S3) is an object storage service that offers
industry-leading scalability, data availability, security, and performance.
¢ Key Concepts:
o Object storage with a flat hierarchy.
o Data durability and availability.
o Various storage classes for different use cases.

Amazon S3 Glacier:

e Definition: Amazon S3 Glacier is a secure, durable, and low-cost storage class for
archiving infrequently accessed data.
¢ Key Concepts:
o Low-cost archival storage.
o Retrieval options based on priority.
o Integration with Amazon S3.

AWS Snowball Edge:

e Definition: AWS Snowball Edge is a petabyte-scale data transfer device with on-board
storage and compute capabilities.
¢ Key Concepts:
o Data transfer and migration.
o On-premises storage and processing.
o Security features for data protection.

AWS Storage Gateway:

e Definition: AWS Storage Gateway is a hybrid cloud storage service that enables your
on-premises applications to seamlessly use AWS cloud storage.
¢ Key Concepts:
o Integration of on-premises environments with AWS storage.
o File, volume, and tape gateway types.



o Data transfer and backup to AWS.



